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Abstract 
Social apps fundamentally transform the way individuals manage their online identities 
through proxy-disclosure. While individuals do enjoy the potential enhancement to 
reputation that is realized through social app postings, they could have their privacy 
threatened when these apps make posting in an uncontrolled fashion. Drawing on the 
APCO model, this research elucidates the impact of the two key aspects of online proxy-
disclosure on privacy expectancy formulation, which in turn influence usage intention of 
social apps. A survey was conducted to operationalize the research model. Results 
provide strong evidence that the two determinants of privacy expectancy strongly 
influence individuals’ perceptions of privacy utility and privacy disutility. Furthermore, 
the two types of privacy utility powerful drive usage intention of social apps. The 
implications of the findings are discussed. 
Keywords:  Privacy utility, privacy disutility, social app usage. 
 
Introduction 
Recently, in an attempt to expand the functionality of their social platforms, online social networks such as 
Facebook, Twitter and LinkedIn, have begun opening their platforms to allow third party developers to 
create social applications (social apps) to improve the experience of users online. Social apps are essentially 
software programs that are developed to enhance social interactivity on online social networks. These apps 
have fundamentally transformed the online social networks experience by creating a spectrum of new, 
functional and entertaining software programs that have become a new paradigm of social interaction 
(Besmer et al. 2009). There are over 200 million users currently using social apps, with that number 
expected to double within the next 5 years (Versace 2014). The surge in the popularity of social apps has 
also become a significant revenue stream for these online social networks with platforms such as Facebook 
Platform, yielding revenues of 1.96 billion dollars.  
Despite the increasing popularity of social apps, users’ concern over privacy appear to be the biggest 
obstacle when individuals are deciding whether to use these apps (Smock et al. 2011). As identified by prior 
privacy research, these may include but are not limited to, accidental information disclosure, damaged 
 Privacy Utility and Privacy Disutility Expectancy 
  
 Thirty Seventh International Conference on Information Systems, Dublin 2016 2 
reputation and image, and identity thieves (Ellison 2007). The advancement of technologies embedded and 
used in the social environment can further raise users’ expectation of privacy risk because these apps do not 
only threaten personal privacy but also invade the privacy of users’ online social network friends. For 
example, Angwin and Singer-Vine (2012) analyzed 100 of the most-used apps on Facebook and found that 
users did not only expose their own profile information, such as name, profile photo, and gender, but also 
reveal their friends’ profile information (i.e., friends’ profile photos, names, and genders).  
Past IS research has substantially advanced our understanding of individuals’ privacy expectancy 
development when their personal information is concerned (e.g., Choi et al. 2015; Jiang et al. 2013; Smith 
et al. 2011). While some recent studies have examined factors that influence individuals’ psychological 
process in evaluating privacy, these studies have mostly focused on identifying antecedents of privacy costs 
and benefits in online commercial transactions (e.g., Sutanto et al. 2013; Tsai et al. 2011). Compared to 
traditional online commercial transaction, proxy-disclosure facilitated through social app usage challenges 
privacy in two key unique ways. First, while disclosure of personal information during transactions typically 
inflicts privacy implications in traditional online commercial transactions, usage of social apps does not 
only involve disclosure during transactions but also expose individuals to continued surveillance and 
monitoring. Second, in traditional online commercial transactions, individuals could potentially enhance 
their social reputations through conspicuous consumption. Typically, after purchasing products and 
services, individuals might selectively disseminate information related to their online purchases to help 
harness attention from friends. Social apps help transform online self-presentation by facilitating proxy-
disclosure, which involves sharing and broadcasting usage activities in an objective fashion. In particular, 
in proxy-disclosure, individuals would not be able to modify the disclosure content and hence are unable to 
directly “dress-up” the content. For example, by using Endomondo, a popular fitness app, users’ jogging 
performance (e.g., distance covered and time spent) would be captured and mechanically reported through 
their status update. Since the content is entirely system generated and disseminated, users would not be 
able to selectively disclose their exercise performance. To use proxy-disclosure, users have to dedicate the 
app to make social updates on their behalf. To illustrate, in Endomondo, proxy-disclosure about users’ 
physical fitness activities can be made autonomously without users’ explicit intervention. Likewise, 
CandyCrush, a popular mobile game, makes posting on behalf of users to disseminate their in-app 
achievement. In summary, although past studies have investigated determinants of privacy tradeoff, these 
studies have largely focused on examining the factors relevant to traditional information exchange, and 
hence there is a paucity of research beyond self-control exposure (e.g., proxy-exposure). Therefore, there is 
a need for a comprehensive theoretical framework to help identify antecedents of privacy expectancy in the 
context of proxy-disclosure. Hence, our first research question is, what are the key attributes of social apps 
that an individual considers in formulating privacy expectancy?  
Additionally, IS scholars have paid substantial attention to the role of privacy tradeoff in explaining 
individuals’ behavior when their personal information is concerned. For example, Jiang et al. (2013) 
examined privacy tradeoff in synchronous online social interactions and found that individuals were 
motivated by social rewards to self-disclose and deterred by privacy concerns in revealing themselves in 
developing online relationships. Similarly, Choi et al. (2015) examined online embarrassing exposures and 
found that individuals typically paid special attention to perceived privacy invasion and perceived 
relationship bonding, which represented the potential disutility and potential utility of embarrassing 
exposures. However, it is worthy to note that extant work has focused on examining privacy-related 
implications through self-triggered disclosure and other-triggered disclosure, which largely replicate the 
bi-directional exchange in traditional settings. Our understanding remains largely fragmented, if not 
limited, beyond such homogenous classification of disclosure. Thus, our second research question is, what 
are the specific privacy utility and disutility that individuals could derive from using social apps with proxy-
disclosure? To address this question, we propose that individuals derive certain social identity benefits from 
proxy-disclosure, which is referred to as reputation enhancement in this paper, and that social identity 
benefits can be similarly crucial as privacy perceptions in influencing social app usage.  
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Since the adoption of social apps entails privacy implications, we find it relevant to draw on the 
Antecedents-Privacy Concerns-Outcomes (APCO) model (Dinev et al. 2015; Smith et al. 2011) as the 
overarching framework. This framework allows us to focus on identifying contextualized antecedents of 
privacy expectancy formulation, which in turn influence individuals’ privacy-related behaviors. Specifically, 
drawing on the APCO model, this study focuses on two key antecedents of privacy expectations, namely 
likelihood of occurrence and strength of implications, which are vital to individuals’ evaluation of privacy 
utility and privacy disutility. 
The APCO model also highlights that in evaluating privacy utility and privacy disutility, individuals typically 
struggle with information overload and limited cognitive resources, and hence they could adapt less careful 
information evaluation and become vulnerable to the influence of heuristic and cognitive biases (Chaiken 
and Eagly 1983; Shiv and Fedorikhin 1999; Shiv et al. 2005). Instead of carefully formulating privacy 
expectancy, individuals might take on mental shortcuts (e.g., dispositions) to bypass the cognitive 
challenges (Polites and Karahanna 2012; Polites and Karahanna 2013). Indeed, according to Dinev et al. 
(2015), individuals’ privacy sensitivity (e.g., self-relevancy and motivation to protect) could cause a 
differential impact on the effects of privacy tradeoff on behavioral reactions. Similarly, Smith et al. (2011) 
noted that some individuals typically discounted the risk of disclosing personal information (e.g., identity 
theft), which might be invisible or spread over time, while focusing on the benefit of disclosure, which could 
be immediate (e.g., convenience of placing orders online). Collectively, emerging evidence hints at the role 
of privacy dispositions in shaping the intricate joint influence of privacy evaluation on privacy related 
behaviors. Hence, to better understand the interplay between privacy dispositions and privacy tradeoff, the 
third research question is, what is the role of privacy dispositions in shaping the impacts of privacy 
expectancy on an individual’s social app usage?  
Literature Review 
The APCO Model 
The conceptualization of privacy and examination of privacy-related behavioral outcomes have long been 
the focus of information privacy research (e.g., Hong and Thong 2013; Malhotra et al. 2004), which has 
identified a myriad of determinants of privacy perceptions in both offline and online environments (e.g., 
Awad and Krishnan 2006; Milberg et al. 2000; Wall et al. 2015). In an interdisciplinary review of privacy-
related research, Smith et al. (2011) integrated the major privacy perspectives to propose an integrative 
privacy-specific framework, namely the Antecedents-Privacy Concerns-Outcomes (APCO) model. 
Specifically, the model posits that individuals’ responses to external stimuli result in deliberate privacy 
expectancy that leads to fully informed privacy-related behaviors.  
More recently, drawing on principles from behavioral economic and psychology, Dinev et al. (2015) 
proposed the enhanced APCO model, which postulates that privacy decisions might not be a deliberative 
outcome. Rather privacy decisions could be affected by the level of cognitive effort being expended in 
processing privacy-related information. In particular, whereas privacy unconcerned individuals might 
neglect scrutinizing privacy situations, privacy fundamentalists could be motivated to thoroughly process 
privacy-related information. According to the enhanced APCO model, the level of cognitive effort weakens 
or strengthens the relationships identified in the original APCO model. Overall, the APCO model can be 
summarized into several key elements of privacy processing, namely privacy expectancy formulation, 
privacy dispositions, and privacy-related behavior. In the following sections, these key elements of the 
APCO model are discussed. 
The Formation of Privacy Expectancy 
The formation of privacy expectancy is a psychological process in which privacy utility is weighted against 
privacy disutility (Dinev and Hart 2006). The central tenet of privacy expectancy perspective is that 
individuals formulate privacy utility and privacy disutility concurrently. Essentially, when individuals 
encounter a privacy situation, they would perform an expectancy evaluation to assess the outcomes they 
could expect in exposing personal information, and develop behavioral strategies accordingly (Hui et al. 
2007). 
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Expectancy evaluation is the process in which individuals contemplate behaviors by anticipating their 
performance and the success or failure that follows. The general expectancy model is widely regarded as a 
key psychological mechanism that explains the underlying motivations, which drive behavior in a wide 
spectrum of settings, such as education (Wigfield and Eccles 2000), work environment (Lent and Brown 
2006), and technology usage (Lim and Dubinsky 2004). Indeed, the expectancy evaluation model is widely 
used in consumer behavior literature to study consumer satisfaction, purchase behavior, and service 
marketing in general. The predictive ability of this model has been demonstrated over a wide range of 
technology usage and adoption contexts (Kim et al. 2007; Pavlou and Fygenson 2006). 
The process by which individuals make behavioral decisions in the general expectancy model is as follows 
(Wigfield and Eccles 1992). First, individuals gather environmental information to help estimate the 
expectancy value in performing certain behavior (Borders et al. 2004). In particular, they pay attention to 
information that helps determine two fundamental aspects of expectancy development, namely likelihood 
of occurrence and strength of implications. Likelihood of occurrence is defined as the probability that 
positive or negative outcome will be associated with or follow from a particular act (Mazis et al. 1975). 
Strength of implications is about the extent of benefits or costs should the expected outcome occur (Mazis 
et al. 1975). Second, based on the environmental information, individuals formulate the expected utility and 
disutility in performing certain behavior. Lastly, individuals perform a tradeoff between expected utility 
and expected disutility, which guides their eventual behavioral decisions.  
The general expectancy model holds that individuals’ technology usage is determined primarily by their 
expectancy value, which is the outcome of a tradeoff between utility expectancy and disutility expectancy. 
Expectancy value is viewed as the key determinant of behaviors. This is because expectancy value is largely 
about desired end states, which are often fundamental to human experience. Indeed, the motivation 
literature has broadly supported the importance of expectancy value in not just driving behavior but also in 
sustaining individuals’ engagement in behavioral activities over time.  
Consistent with the general expectancy model, individuals could perform expectation evaluation prior to 
committing their personal information in using social apps. This study focuses on two types of privacy 
expectancy relevant to the study context. To reflect the importance of privacy utility expectancy, this study 
focuses on reputation enhancement, which refers to the degree to which an individual believes that using 
the social app would enhance her reputation. Additionally, to reflect the importance of privacy disutility 
expectancy, this study examines privacy risk, which is defined as the degree to which an individual believes 
that a high potential for loss is associated with the release of personal information (Featherman and Pavlou 
2003; Malhotra et al. 2004). 
Determinants of Privacy Utility and Privacy Disutility 
Within the general expectancy model, individuals evaluate expected utility and disutility by focusing on the 
likelihood of occurrence and strength of implications. Drawing on past research examining information 
privacy and social apps, this study focuses on two determinants of privacy utility and privacy disutility, 
namely perceived network size and perceived social readership. Perceived network size is defined as an 
individual’s judgment of the size of his or her online social circle. Corresponding to likelihood of occurrence, 
perceived network size represents the potential size of information exposure. The basic principle of 
likelihood of occurrence in driving expectancy formulation is that a higher likelihood of event occurrence 
would lead to higher probability of realizing utility and disutility. Similarly, when individuals perceive a 
small network size, they would not expect the proxy-disclosure to be disseminated to many people. 
Accordingly, they would expect the proxy-disclosure to be easily overlooked by the audience, and hence 
reducing the likelihood of occurrence. In contrast, when individuals perceive a large network size, they 
would expect a proxy-disclosure to be disseminated to a large audience. Consequently, while each of the 
audience might have a largely equivalent chance of noticing the proxy-disclosure, a large audience would 
substantially enhance the overall chances of being noticed. To illustrate, according to Facebook, a social 
update typically has a reach to about 3% of one’s online friends (Cohen 2015). Accordingly, when a user has 
a small network (e.g., 50 Facebook friends), a proxy-disclosure might reach a potential audience consists of 
about 2 friends. When a user has a large network (e.g., 500), the proxy-disclosure could reach 15 Facebook 
friends. Overall, perceived network size is an important aspect of social apps, which is vital to individuals’ 
perception of occurrence likelihood in formulating privacy expectancy. 
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Recent research examining privacy issues on social media has highlighted the importance of perceived 
social readership, which refers to an individual’s judgment of the amount of verified audience to a privacy 
exposure. Corresponding to the strength of verified implications, perceived social readership represents the 
actual implications of proxy-disclosure. The fundamental logic of implication strength in driving expectancy 
formulation is that a higher degree of implication strength would lead to stronger utility and disutility. 
Similarly, on social media, perceived social readership is often represented by explicit audience responses 
to social updates. For example, on Facebook, a user’s social update could attract verified social readership 
in the form of Likes, Loves, and other responses. It is worthy to note that explicit audience responses might 
not capture the entire amount of social readership. However, since it requires the audience to perform 
explicit responses, verified responses provide the basis to estimate the extent of social readership. Indeed, 
according to Cohen (2015), a typical Facebook social update would receive engagement from about 11.83% 
of those who had consumed the update. Engagement is the level of interaction content receives on a specific 
social network. The importance of verified audience has been consistently highlighted in past privacy 
research. For example, Smith et al (2011) examined privacy concerns among general consumers and 
reported that secondary usage, which refers to the parties receiving unauthorized privacy information, was 
a key issue associated with consumers’ privacy concerns. In particular, when individuals understood that 
their personal information were exposed to a large number of third parties, their privacy concerns were 
elevated. Likewise, Malhotra et al. (2004) examined online information privacy concerns and found that 
individuals were especially worried when their personal information were made available to a large number 
of marketers without control. Following the spirit of past privacy research and consistent with the general 
expectancy model, this study examines social readership, which refers to the amount of verified audience 
that the proxy-disclosure has garnered on social media.  
In sum, perceived network size represents the likelihood of proxy-disclosure being noticed by one’s online 
social network, whereas perceived social readership represents the strength of implications when the proxy-
disclosure is being noticed. Therefore, perceived network size contributes to the formulation of privacy 
utility and privacy disutility by focusing on the priori evaluation of privacy implication, which is 
independent of the actual occurrence of social attention. Perceived social readership focuses on the 
posteriori evaluation of privacy utility and privacy disutility based on concrete information on social 
attention. 
The Formation of Privacy Expectancy 
Past IS research has made significant progress in understanding individuals’ concerns for privacy. In 
particular, the majority of extant studies have conceptualized and operationalized it as privacy dispositions, 
which refers to individuals’ overall concerns about opportunistic behavior related to disclosure of personal 
information in the online environment (Smith et al. 1996). Despite the established understanding of privacy 
dispositions, some evidence suggests that individuals’ privacy dispositions might not be sufficient in 
explaining privacy-related behavior in a specific privacy tradeoff. Indeed, several scholars underscore the 
importance of considering transaction specific privacy concerns in explaining individuals’ privacy trade-off. 
For example, Ackerman and Mainwaring (2005) suggest that individuals develop highly divergent privacy 
concerns in different privacy situations. The authors point out that while individuals might be extremely 
concerned about privacy in healthcare websites, they could be much insensitive towards privacy issues in 
online social networking websites. 
Recent IS research has started to formally recognize the transactional aspect of privacy tradeoff. For 
instance, Xu et al. (2012) showed that individuals’ privacy dispositions reflect their inherent needs and 
attitudes toward maintaining privacy, whereas transaction-specific privacy perceptions focus on specific 
assessments of privacy in which their privacy needs are evaluated against information disclosure in a 
transaction. In essence, privacy dispositions reflect individuals’ dispositional privacy beliefs, which are 
typically stable across various encounters with technologies. Privacy tradeoff, however, focus on 
individuals’ privacy evaluation in a specific online exchange which involves personal information. Hence, 
privacy tradeoff is typically context-specific and formulated in accordance to each unique privacy 
encounter. 
Overall, following the spirit of past privacy research, this study considers privacy expectancy where 
individuals evaluate their privacy prior to adopting a social app. Specifically, in terms of privacy expectancy, 
reputation enhancement represents the expected utility and privacy risk represents the expected disutility. 
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In terms of privacy disposition, this study investigates the role of privacy dispositions in shaping the impacts 
of privacy expectancy on social app usage. 
Research Model and Hypotheses Development 
Place figures and tables close to the relevant text (or where they are referenced in the text).  
The research model draws on the ACPO model as the overarching framework to explain individuals’ social 
app usage (see Figure 1). Specifically, consistent with the expectancy value literature, this study examines 
two attributes of privacy expectancy in online proxy-disclosure, namely likelihood of occurrence and 
strength of implications. In terms of likelihood of occurrence, perceived network size is considered to 
explain how an individual’s perception of network size would contribute to the chances of proxy-disclosure 
reaching a meaningful audience and hence creating an impact on privacy utility and privacy disutility. 
Similarly, in terms of strength of implications, perceived social readership is considered to explain how an 
individual’s perception of verified audience would contribute to the strength of privacy utility and privacy 
disutility in an online proxy-disclosure.  
 
Figure 1.  Research Model 
The effects of these two independent variables on privacy expectancy is investigated in terms of privacy 
risks and reputation enhancement, which in turn influence social app usage. Recent information privacy 
research has emphasized the necessity to focus on the mediation effect in privacy expectation formulation 
(e.g., Dinev et al. 2015). Therefore, to fully appreciate the complexity of the role of privacy expectancy, this 
study focuses on the mediation effects. Furthermore, emerging privacy research has revealed the distinction 
between privacy expectancy and privacy dispositions. Therefore, this study focuses on privacy dispositions, 
which underscore individuals’ general belief associated with privacy challenges in online social networks, 
and examines the way it moderates the impact of the independent variables on the dependent variables. 
The Effects of Perceived Network Size on Social App Usage  
Perceived network size describes an individual’s perception of the amount of social connections that she 
has on online social network. Whereas large perceived network size reflects a person with many online 
friends, low perceived network size is indicative to a person who is less engaged in using online social 
networking services. A consistent finding in privacy research suggests that the potential size of privacy 
exposures affect individuals’ technology usage (e.g., Choi et al. 2015). Specifically, the impact of perceived 
network size on social app usage can be explained through the estimation of privacy utility and privacy 
disutility. While a large privacy exposure could potentially trigger unprecedented implications and hence 
substantially increasing privacy disutility, a large exposure could concurrently generate attention from a 
large social audience, which could substantially elevate privacy utility. To illustrate, in using mobile fitness 
apps (e.g., Endomondo), proxy-disclosure could expose individuals’ exercise information to their online 
social networks. When proxy-disclosure disseminates individuals’ exercise information (e.g., date and time 
of jogging exercises, distance covered, and calories burnt) to a large social network, their exercise routine 
could be broadcasted to a large social audience. On one hand, in term of privacy disutility, the exercise 
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routine could be exposed to someone with malicious intents (e.g., stalkers and burglars). On the other hand, 
in terms of privacy utility, the broadcast could potentially help individuals project a healthy image to a large 
group of friends.  
Perceived network size emphases the potential extent of privacy exposure when social apps are used. In 
particular, individuals could be alerted about the implications on a large online social network when the 
social app is making multiple proxy-disclosure on their behalf. In particular, when individuals perceive a 
large network size, they are likely to expect substantial privacy implications because the proxy-disclosure 
could potentially reach a large audience. Indeed, recent IS research suggests that a large exposure audience 
typically highlights individuals’ concerns about privacy threats (Choi et al. 2015). This is because a large 
audience is often associated with high network heterogeneity, which increases the chances that the exposed 
information could be used in some undesirable ways. For example, a large network typically consists of not 
just known friends but some unknown others. Proxy-disclosure of individuals’ location information (e.g., 
in using FourSquare) might exposure individuals’ location information to malicious others and hence 
scrutinizing their personal security and safety. Similarly, when they perceive a large network size, they are 
likely to expect high probability of generating social attentions from their large social networks. Collectively, 
perceived network size should enhance individuals’ expectation of privacy risk and reputation enhancement 
in using social apps. 
In turn, privacy risk and reputation enhancement are important determinants of social app usage. Ample 
research examining privacy tradeoff suggests that privacy-related behavior are largely determined by 
individuals’ cost and benefit expectancy in evaluating exchanges involving personal information. When 
individuals perceive high privacy risk, they would be motivated to avoid risk and hence are likely to avoid 
exposing their privacy through social app usage. When individuals experience strong reputation 
enhancement, they would be motivated to adopt the social apps to realize the positive potential. Based on 
these arguments, we propose our hypotheses about the links between perceived network size and social app 
usage: 
H1a: Perceived network size enhances social app usage by facilitating greater reputation enhancement. 
H1b: Perceived network size reduces social app usage by facilitating greater privacy risk. 
The Effects of Perceived Social Readership on Social App Usage 
According to the expectancy value literature, behavioral decision is the outcome of individuals’ evaluation 
of not just the likelihood of occurrence but also the strength the expected outcome (Eccles and Harold 1991), 
which can be dissected into two types, namely expected disutility and expected utility. In terms of expected 
disutility, perceived social readership is expected to enhance individuals’ perception of privacy risk. Ample 
evidence has demonstrated the importance of severity in estimating the negative consequence of privacy 
exposures. For instance, Liang and Xue (2010) examined employees’ security behavior in organizational 
settings and found that threat severity was an important aspect of technology threat assessment that 
influenced users’ appraisal of threat. Similarly, Choi et al. (2015) examined embarrassing online exposures 
and found that a clear estimation of the audience size was key to evaluating individuals’ privacy risks in 
online social networking environment. Audience size plays an even greater role in the context of proxy-
disclosure because individuals might accurately evaluate the strength of the proxy-disclosure through social 
readership, which represents not just friends’ awareness of the proxy disclosure but also their active 
involvement in the interactions triggered by the disclosure. Therefore, higher social readership is expected 
to increase privacy risk perceptions. 
In terms of expected utility, perceived social readership is expected to enhance reputation enhancement. 
The identity management literature suggests that individuals largely focus on the characteristics of the 
audience in managing their identity presentation in social settings. Likewise, individuals are likely to have 
stronger expectation of reputation enhancement when the proxy-disclosure facilitated through social apps 
are expected to generate large social readership. For example, by using mobile running apps, users could 
publish their run statistics and performance of each exercise event through their Facebook profiles. If 
individuals expect the posting made through the running apps would generate many Likes from their 
Facebook friends, individuals would expect the proxy-disclosure to help enhance their social images and 
hence expect greater reputation enhancement in using social apps. 
This study further posits that privacy risk and reputation enhancement would influence individuals’ social 
app usage. Privacy risk and reputation enhancement are expected to be central to individuals’ privacy 
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expectancy formulation in determining their social app usage. When privacy risk is high, individuals would 
be motivated to avoid the risk and hence assume an avoidance orientation towards social app usage. When 
reputation enhancement is high, individuals would be motivated to approach the benefit. As a result, they 
would assume an approach orientation towards social app usage. Collectively, we posit the follows: 
H2a: Perceived social readership enhances social app usage by facilitating greater reputation 
enhancement. 
H2b: Perceived social readership reduces social app usage by facilitating greater privacy risk. 
The Moderating Role of Privacy Dispositions 
Past IS research has largely assumed privacy-related behaviors are enacted through deliberate, high-effort 
processing. However, according to the APCO model, privacy-related behaviors could also be performed 
based on low-effort processing, which typifies simple and relatively automatic cognitive heuristics as well 
as mental shortcuts. While the level of cognitive effort being expended can be determined by a number of 
complex factors, past privacy research has emphasized the importance of privacy dispositions. For instance, 
in a study examining adoption of electronic health records, Angst and Agarwal (2009) found that 
dispositional privacy concerns caused a differential impact on the effects of argument framing and issue 
involvement on opt-in behavior. Specifically, individuals with strong privacy dispositions were highly 
critical in evaluating information associated with usage of electronic health records, whereas those with 
weak privacy dispositions were largely indifferent towards the privacy implications. 
Accordingly, with high privacy dispositions, individuals are likely to be highly sensitive towards perceived 
network size and perceived social readership in assessing privacy disutility, and pay less attention to privacy 
utility. Consequently, when perceived network size is high and/or perceived social readership is high, 
individuals will likely perceive less reputation enhancement and high privacy risk, in evaluating proxy-
disclosure. In turn, reputation enhancement is expected to induce social app usage and privacy risk is 
expected to reduce usage. Therefore, we hypothesize 
H3a: An increase in privacy dispositions leads to less social app usage because it weakens the effect of 
perceived network size on social app usage through reputation enhancement. 
H3a: An increase in privacy dispositions leads to less social app usage because it strengthens the effect of 
perceived network size on social app usage through privacy risk. 
H4a: An increase in privacy dispositions leads to less social app usage because it weakens the effect of 
perceived social readership on social app usage through reputation enhancement. 
H4a: An increase in privacy dispositions leads to less social app usage because it strengthens the effect of 
perceived social readership on social app usage through privacy risk. 
Methodology 
An online survey was conducted to investigate the research model. Participants were students from a major 
public university. Respondents were recruited through distributing advertising flyers in the campus. 
Respondents took part in the study voluntarily. Out of the 200 respondents agreed to participate in the 
study, 23 did not complete the entire study and hence were not included in the analysis. Respondents were 
asked to look at a list of social apps, which were selected based on the most popular social apps at the time 
of the study (see Table 1), using their own smartphones (i.e., on Apple App Store or Google Play Store). 
They were instructed to focus on those apps that they had never used previously and select one to install on 
their smartphones. Additionally, respondents were told that they would be using their respective Facebook 
accounts to activate the social apps and make the app and post audience visible to their online social 
networks. Upon completing the social app evaluation exercise, respondents were instructed to complete an 
online survey, which contained measurement items specific to the independent variables and mediating 
variables. Following the common practice in research examining app user retention (Localytics 2015), 
respondents were given 3 months to use the social apps. At the end of the 3-month period, an email was 
sent to respondents that instructed them to report their social app usage.  
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Table 1. List of Social Apps 
No. Social app name Number of iOS respondent Number of Android respondents
1 Bubble Witch Saga 11 13 
2 Caesars Slots 12 12 
3 Candy Crush Saga 10 8 
4 Criminal Case 7 6 
5 Dragon City 10 9 
6 Endomondo 6 7 
7 Foodspotting 8 8 
8 FourSquare 10 11 
9 Livestream 5 7 
10 Polyvore 8 9 
Methodology 
Among the 177 respondents, 88 were female. The age of the respondents ranged from 20 to 28, with average 
Internet experience and average social app experience being 7.6 years and 2.1 years respectively. 
Measurement 
Perceived network size was measured using four items that were developed based on past social network 
research. Perceived social readership was measured using four items adapted from Yardi et al. (2009). The 
four items measurement scale from Dinev and Hart (2006) were adapted to capture privacy risk. 
Reputation enhancement was measured using four items developed based on Wasko and Faraj (2005) and 
Kaiser and Miller (2001). Privacy dispositions were captured using measurement items adapted from Dinev 
and Hart (2006). Social app usage was measured using four measurement items adapted from prior 
technology acceptance literature (e.g., Bhattacherjee and Premkumar 2004; Xu et al. 2013).  
To test for item reliability, a confirmatory factor analysis (CFA) was performed. The results of the CFA  
supports the overall validity of the six-factor model (2 = 210.35, p < .001; GFI = 0.97; CFI = 0.98; NFI = 
0.97). Cronbach’s Alphas for the seven factors are above 0.6 (perceived network size = 0.92; perceived social 
readership = 0.90; privacy risk = 0.89; reputation enhancement = 0.90; privacy dispositions = 0.93; social 
app usage = 0.93; proxy-disclosure frequency = 0.92), suggesting acceptable reliability for exploratory 
analysis (Dess and Beard 1984). 
Off-diagonal elements in Table 2 represent correlations of all latent variables, while the diagonal elements 
are the square roots of the Average Variances Extracted (AVE) of the latent variables. As an indicator of 
adequate discriminant validity, the square roots of Average Variance Extracted (AVE) of any latent variable 
should be greater than the correlations shared between the latent variable and other latent variables 
(Barclay et al. 1995). Our results satisfied this requirement. Another criterion of discriminant validity is that 
the loadings of indicators on their respective latent variables should be higher than loadings of other 
indicators on these latent variables and the loadings of these indicators on other latent variables. As 
presented in Table 2, the loadings and cross-loading scores also suggested good discriminant validity. 
Table 2. Correlation Matrix 
 M SD CA CR PNS PSR PR RE PD UI SAU PDF 
PNS 4.76 1.02 0.92 0.94 0.86        
PSR 4.98 1.11 0.90 0.93 0.10 0.81       
PR 4.54 1.23 0.89 0.92 0.35 0.32 0.84      
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RE 5.02 1.02 0.90 0.93 0.30 0.40 0.23 0.87     
PD 4.87 1.35 0.93 0.98 0.11 0.12 0.40 0.20 0.88    
UI 5.21 1.45 0.93 0.98 0.20 0.11 -0.35 0.40 0.29 0.88   
SAU 5.01 1.08 0.93 0.95 0.10 0.01 0.09 0.20 0.17 0.10 0.86  
PDF 4.97 1.25 0.92 0.93 0.05 0.04 0.05 0.10 0.20 0.11 0.13 0.87 
Notes: M = Mean; SD = Standard Deviation; CA = Cronbach’s Alpha; CR = Composite Reliability; 
 
The Mediating Effect of Reputation Enhancement 
Conceptually, our hypotheses combined a mediation effect that is the impact of perceived network size and 
perceived social readership (H1 and H2) and the moderation effects of privacy dispositions (H3). This is 
consistent with the moderated-mediation perspective (Eberl 2010; Muller et al. 2005). The salient question 
of the moderated-mediation perspective is whether the mediated effect varies as a function of a moderator 
(Muller et al. 2005). To test these moderated-mediation hypotheses, we used the mediation analysis 
procedure and moderated mediation analysis procedure advocated by Preacher and Hayes (2008).  
Following Preacher and Hayes, we estimated the indirect effects with perceived network size and perceived 
social readership as the predictors using 5,000 bootstrap samples. As the results in Table 3 shows, the 
indirect effect of perceived network size on social app usage through reputation enhancement is positive 
with a bootstrapped 95% CI not containing zero (indirect effect: .07, bias corrected 95% CI: 0.05, 0.11) (see 
Table 3), providing support for H1a. 
Table 3. Results of Mediator Analysis Predicting Social App Usage 
Outcome: Reputation Enhancement (RE) Coeff SE p-value Bias Corrected 95% CI 
  Constant -.07 .13 <.05 [-0.98, -0.25] 
    PNS .34 .17 <.01 [0.04, 1.23] 
  Covariates     
    APP .05 .11 .35 [-0.05, 0.06] 
    PDF .02 .05 .45 [-0.05, 0.10] 
R2 = .30 
F(1,172) = 47.97, p < .01 
Outcome: Social App Usage (SAU) Coeff SE p-value Bias Corrected 95% CI 
  Constant -.08 .16 <.05 [-0.74, -0.21] 
    RE .26 .14 <.01 [0.15, 1.67] 
    PNS .28 .12 <.01 [0.05, 1.05] 
  Covariates     
    APP .03 .12 .76 [-0.05, 0.07] 
R2 = .37 
F(1,171) = 58.86, p < .01 
 Effect SE t p-value 
Direct effect 0.28 0.15 4.03 <.01 
Indirect effect 0.07 0.12   
The indirect effect of perceived social readership on social app usage through reputation enhancement is 
positive with a bootstrapped 95% CI not containing zero (indirect effect: .11, bias corrected 95% CI: 0.05, 
0.21) (see Table 4), providing support for H2a. 
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Table 4. Results of Mediator Analysis Predicting Social App Usage 
Outcome: Reputation Enhancement (RE) Coeff SE p-value Bias Corrected 95% CI 
  Constant -.04 .06 <.05 [-0.18, -.02] 
    PSR .32 .07 <.01 [0.12, 0.82] 
  Covariates     
    PDF .05 .09 .44 [-.04, .06] 
    APP -.02 .02 .56 [-.05, .08] 
R2 = .28 
F(1,172) = 41.26, p < .01 
Outcome: Social App Usage (SAU) Coeff SE p-value Bias Corrected 95% CI 
  Constant -0.07 .12 <.05 [-0.24, -0.03] 
    RE .35 .11 <.01 [0.09, 1.25] 
    PSR .30 .12 <.01 [0.04, 1.18] 
  Covariates     
    PDF .04 .07 .55 [-.05, .07] 
R2 = .38 
F(1,171) = 55.92, p < .01 
 Effect SE t p-value 
Direct effect 0.30 0.10 4.56 <.01 
Indirect effect 0.11 0.08   
The Mediating Effect of Privacy Risk 
A mediation analysis with privacy risk as the mediator was performed using 5,000 bootstrap samples. As 
the results in Table 5 shows, the indirect effect of perceived network size on social app usage through privacy 
risk is negative with a bootstrapped 95% CI not containing zero (indirect effect: .10, bias corrected 95% CI: 
0.11, 0.26) (see Table 5), providing support for H1b.  
Table 5. Results of Mediator Analysis Predicting Social App Usage 
Outcome: Privacy Risk (PR) Coeff SE p-value Bias Corrected 95% CI 
  Constant -.05 .05 <.05 [-0.29, -.02] 
    PNS .38 .11 <.01 [0.05, 0.99] 
  Covariates     
    PDF .02 .13 .45 [-0.08, 0.03] 
    APP .05 .11 .37 [-0.10, 0.02] 
R2 = .32 
F(1,172) = 49.73, p < .01 
Outcome: Social App Usage (SAU) Coeff SE p-value Bias Corrected 95% CI 
  Constant 0.26 .12 <.01 [0.28, 1.02] 
    PR -.36 .09 <.01 [-2.88, -1.02] 
    PNS .29 .11 <.05 [0.09, 0.58] 
  Covariates     
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    PDF .06 .11 .53 [-0.02, 0.05] 
R2 = .38 
F(1,171) = 62.85, p < .01 
 Effect SE t p-value 
Direct effect 0.36 0.08 4.55 <.01 
Indirect effect 0.10 0.05   
 
Table 6. Results of Mediator Analysis Predicting Social App Usage 
Outcome: Privacy Risk (PR) Coeff SE p-value Bias Corrected 95% CI 
  Constant -.11 .12 <.05 [-0.50, -0.06] 
    PSR .32 .05 <.01 [0.08, 1.56] 
  Covariates     
    PDF .02 .12 .55 [-0.05, 0.07] 
    APP -.03 .11 .48 [-0.03, 0.08] 
R2 = .33 
F(1,172) = 51.41, p < .01 
Outcome: Social App Usage (SAU) Coeff SE p-value Bias Corrected 95% CI 
  Constant -.28 .13 <.01 [-2.57, -0.53] 
    PR -.43 .09 <.01 [-3.55, -0.12] 
    PSR .25 .16 <.05 [0.16, 0.38] 
  Covariates     
    PDF .03 .10 .45 [-0.03, 0.02] 
R2 = .38 
F(1,171) = 60.10, p < .01 
 Effect SE t p-value 
Direct effect 0.25 0.14 6.28 <.01 
Indirect effect 0.11 0.07   
The indirect effect of perceived social readership on social app usage through privacy risk is negative with 
a bootstrapped 95% CI not containing zero (indirect effect: .11, bias corrected 95% CI: 0.11, 0.37) (see Table 
6), providing support for H2b. 
The Contingence Effect of Privacy Dispositions of Perceived Network Size on Social 
App Usage 
Following Preacher et al.’s (2007) procedure, a moderated mediation analysis was performed to investigate 
the effect of privacy dispositions in moderating the impact of perceived network size and perceived social 
readership on social app usage through privacy risk. Accordingly, we performed moderated mediation 
analyses with perceived network size as the predictor and privacy dispositions as the moderator. 
Table 7 shows that the cross-product term between perceived network size and privacy dispositions in 
predicting reputation enhancement was significant (β=-0.08, p<.05). The cross-product term was 
significant in predicting social app usage (β=0.10, p<.01). 
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Preacher et al. (2007) pointed out that although the cross-product term is significant, it does not directly 
assess the conditional indirect effects model depicted in Figure 1 (i.e. H3a). Therefore, following Preacher 
et al. (2007), we examined the conditional indirect effect of perceived network size on social app usage 
(through privacy risk and reputation enhancement) at five values of privacy dispositions (see Table 7 and 
Table 8): 10th percentiles, 25th percentiles, 50th percentiles, 75th percentiles, and 90th percentiles.  
The conditional indirect effects through reputation enhancement were significantly different from zero, 
with the exception of the indirect effect when privacy dispositions is at the 75th percentiles (95%CI = -0.03, 
0.05) and 90th percentiles (95%CI = -0.06, 0.03). Overall, the result suggests that increase in privacy 
dispositions lead to decrease in the indirect effects of perceive network size on social app usage through 
reputation enhancement. Therefore, H3a is supported.  
Results in Table 8 indicate that the cross-product term between perceived network size and privacy 
dispositions in predicting privacy risk was significant (β = 0.22, p < .01). The cross-product term was 
significant in predicting social app usage (β = -0.10, p < .01). Additionally, the conditional indirect effects 
through privacy risk were significantly different from zero, with the exception of the indirect effect when 
privacy dispositions is at the 10th percentiles (95%CI = -0.05, 0.03). Overall, the result suggests that 
increase in privacy dispositions lead to increase in the indirect effects of perceived network size on social 
app usage through privacy risk. Therefore, H3b is supported. 
Table 7. Regression Results for Conditional Indirect Effect 
Outcome: Reputation Enhancement (RE) B SE p-value 95% CI 
  Constant -.06 .10 <.05 [-0.79, -0.11] 
    PNS .57 .11 <.01 [0.08, 2.87] 
    PD -.02 .05 .25 [-0.09, 0.06] 
    PNS*PD -.08 .10 <.05 [-0.37, -0.13] 
  Covariates     
    PDF .04 .10 .55 [-0.02, 0.03] 
    APP .02 .11 .64 [-0.04, 0.01] 
R2 = .31 
F(1,170) = 51.23, p < .01 
Outcome: Social App Usage (SAU) B SE p-value 95% CI 
  Constant 0.98 .25 <.01 [1.33, 2.85] 
    PNS .17 .12 <.05 [0.12, 0.25] 
    RE .12 .05 <.01 [0.08, 0.25] 
    PD .03 .08 .37 [-0.15, 0.03] 
    RE*PD .10 .06 <.01 [0.11, 0.33] 
  Covariates     
    PDF .03 .04 .44 [-0.03, 0.06] 
    APP .01 .09 .52 [-0.02, 0.05] 
R2 = .38 
F(1,169) = 59.55, p < .01 
 
Table 8. Regression Results for Conditional Indirect Effect 
Outcome: Privacy Risk (PR) B SE p-value 95% CI 
  Constant -.13 .02 <.05 [-0.23, -0.04] 
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    PNS .28 .13 <.01 [0.15, 0.56] 
    PD -.01 .10 .26 [-0.10, 0.09] 
    PNS*PD -.22 .06 <.01 [-0.57, -0.04] 
  Covariates     
    PDF .03 .10 .32 [-0.03, 0.01] 
    APP .01 .05 .62 [-0.02, 0.05] 
R2 = .32 
F(1,170) = 65.11, p < .01 
Outcome: Social App Usage (SAU) B SE p-value 95% CI 
  Constant -.20 .12 <.01 [-2.65, -0.87] 
    PNS .11 .09 <.05 [0.09, 0.24] 
    PR -.15 .11 <.01 [-0.95, -0.11] 
    PD .04 .16 .12 [-0.06, 0.02] 
    PR*PD -.10 .09 <.01 [-0.98, -0.04] 
  Covariates     
    PDF .06 .05 .55 [-0.05, 0.10] 
    APP -.03 .13 .69 [-0.07, 0.02] 
R2 = .37 
F(1,169) = 70.42, p < .01 
The Contingence Effect of Privacy Dispositions of Perceived Network Size on Social 
App Usage 
Table 9 shows that the cross-product term between perceived social readership and privacy dispositions in 
predicting reputation enhancement was significant (β = -0.07, p < .05). The cross-product term was 
significant in predicting social app usage (β = 0.09, p < .05). Additionally, the conditional indirect effects 
through reputation enhancement were significantly different from zero, with the exception of the indirect 
effect when privacy dispositions is at the 75th percentiles (95%CI = -0.02, 0.05) and 90th percentiles (95%CI 
= -0.03, 0.02). Overall, the result suggests that increase in privacy dispositions lead to decrease in the 
indirect effects of perceived social readership on social app usage through reputation enhancement. 
Therefore, H4a is supported.  
Table 10 shows the cross-product term between perceived social readership and privacy dispositions in 
predicting privacy risk was significant (β = 0.15, p < .01). The cross-product term was significant in 
predicting social app usage (β = 0.07, p < .05). Additionally, the conditional indirect effects through privacy 
risk were significantly different from zero, with the exception of the indirect effect when privacy dispositions 
is at the 10th percentiles (95%CI = -0.09, 0.07) and 25th percentiles (95%CI = -0.02, 0.03). Overall, the 
result suggests that increase in privacy dispositions lead to increase in the indirect effects of perceived social 
readership on social app usage through privacy risk. Therefore, H4b is supported.  
Table 9. Regression Results for Conditional Indirect Effect 
Outcome: Reputation Enhancement (RE) B SE p-value 95% CI 
  Constant -.07 .12 <.05 [-0.20, -0.08] 
    PSR .55 11 <.01 [0.13, 2.68] 
    PD -.03 .06 .54 [-0.17, 0.03] 
    PSR*PD -.07 .09 <.05 [-0.19, -0.05] 
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  Covariates     
    PDF .03 .08 .45 [-0.03, 0.04] 
    APP -.01 .11 .57 [-0.03, 0.06] 
R2 = .31 
F(1,170) = 54.56, p < .01 
Outcome: Social App Usage (SAU) B SE p-value 95% CI 
  Constant -.10 .12 <.01 [-2.65, -0.87] 
    PSR .11 .09 <.05 [0.09, 0.24] 
    RE .12 .11 <.01 [0.04, 0.15] 
    PD .02 .16 .78 [-0.06, 0.02] 
    RE*PD .09 .05 <.05 [0.04, 0.12] 
  Covariates     
    PDF .06 .05 .55 [-0.05, 0.10] 
    APP -.03 .13 .69 [-0.07, 0.02] 
R2 = .37 
F(1,169) = 60.42, p < .01 
 
Table 10. Regression Results for Conditional Indirect Effect 
Outcome: Privacy Risk (PR) B SE p-value 95% CI 
  Constant -.08 .09 <.05 [-0.12, -0.02] 
    PSR .19 .10 <.01 [0.12, 0.43] 
    PD .03 .13 .31 [-0.10, 0.04] 
    PSR*PD .15 .06 <.01 [0.03, 0.42] 
  Covariates     
    PDF .03 .10 .32 [-0.03, 0.01] 
    APP .01 .05 .62 [-0.02, 0.05] 
R2 = .31 
F(1,170) = 54.23, p < .01 
Outcome: Social App Usage (SAU) B SE p-value 95% CI 
  Constant -.11 .04 <.01 [-1.35, -0.22] 
    PSR .10 .09 <.05 [0.04, 0.19] 
    PR -.10 .07 <.05 [-0.23, -0.10] 
    PD -.09 .11 <.05 [-0.14, -0.03] 
    PR*PD .07 .06 <.05 [0.01, 0.09] 
  Covariates     
    PDF .06 .05 .55 [-0.05, 0.10] 
    APP -.03 .13 .69 [-0.07, 0.02] 
R2 = .37 
F(1,169) = 60.31, p < .01 
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Discussion 
The results are in support of our hypotheses. We seek to enrich the understanding of individuals’ privacy 
expectancy value formation in the context of social app usage by concurrently examining expected utility 
and expected disutility derived through proxy-disclosure on online social networks. We establish that 
privacy risk and reputation enhancement substantially influence social app usage. We also hope to achieve 
a more comprehensive understanding of determinants of privacy expectancy value formation by examining 
two key aspects of online proxy disclosure, namely perceived network size and perceived social readership. 
Our findings show that both perceived network size and perceived social readership are important 
determinants of privacy risk and reputation enhancement. 
It is worthy to note that perceived network size is often considered as an indication of the potential social 
attention a social update might obtain. However, in our results, perceived network size is found to have 
limited and insignificant correlations with perceived social readership. This result suggests that in proxy-
disclosure, individuals would consider perceived network size and perceived social readership as two 
independent aspects of information dissemination. While perceived network size would probably impact 
on the size of the audience in self-disclosure, the interaction between network size and social audience 
might not be as straightforward in proxy-disclosure. In particular, since individuals are not entirely 
involved in the disclosure, it would be difficult, if not impossible, to develop a clear understanding on the 
audience. More important, in online social network, individuals’ social network size might not be entirely 
meaningful to their estimation of social attention. For example, the vast volume of content and rapid 
dissemination might have often engulfed proxy-disclosure. Furthermore, individuals could be aware that 
their social network size does not necessarily indicate the amount of their real friends. Therefore, an 
individual’s perception of network size, thought could somewhat imply the potential exposure size, might 
not be an informative depiction of social attention, which could be more meaningful derived through the 
amount of Likes, Loves, and Wows a posting received. 
Implications 
Although proxy-disclosure is largely an extension of self-disclosure, which has been broadly examined in 
extant privacy studies, it is worthy to note that proxy-disclosure is fundamentally different from self-
disclosure in several key aspects, such as direct content dictation, frequency of disclosure, and visibility. In 
terms of content dictation, with self-disclosure, individuals could directly control the content being 
disseminated. To illustrate, in self-disclosure, individuals might tactfully avoid poor jogging performance 
in their social updates. With proxy-disclosure however, since the dissemination is done mechanically, 
individuals would not be able to selectively disclose their exercise performance. In terms of frequency of 
disclosure, with self-disclosure, individuals might carefully regulate the frequency of dissemination. For 
example, they might choose to post their where-about every weekend. In contrast, with proxy-disclosure, 
individuals have allowed the social app to make posting on their behalf. As a result, the frequency of 
dissemination is entirely taken care of by the app. In fact, proxy-disclosure is known to have made overly 
frequent posting, which could annoy one’s social networks. In terms of visibility, when self-disclosure is 
typically carefully enacted based on social contexts, proxy-disclosure often lacks such fine-grained visibility 
control. Overall, since self-disclosure allows individuals to directly dictate the content, dissemination 
frequency, and audience visibility, privacy implications associated with perceived network size and 
perceived social readership might not be entirely relevant with self-disclosure.  
This study enriches both information privacy research and the IS literature. First, past research has largely 
focused on privacy issues originated through self-disclosure and has paid little attention to the 
understanding of privacy implications when personal information is disclosed through proxy agents. This 
lack of attention to proxy-disclosure is somewhat surprising since social media is known to facilitate social 
sharing, which typically involves not only personal information but at times involves exposing information 
involving a collective, such as friends and families. Drawing on the APCO framework, this study enriches 
past research examining privacy tradeoff by identifying a privacy utility and privacy disutility components 
relevant to proxy-disclosure facilitated by social apps. Specifically, in terms of privacy utility, this study 
centers on the importance of privacy risk. In terms of privacy disutility, this study focuses on the importance 
of reputation enhancement. Our findings show that these two forms of utility and disutility powerfully affect 
social app usage.  
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Additionally, we contribute to the IS literature by introducing a novel theoretical lens through the general 
expectancy model in understanding the mechanisms that contributes to individuals’ privacy utility and 
privacy disutility formulation. Corresponding to the expectancy model, this study focuses on perceived 
network size to deliberate the role of occurrence likelihood in formatting expectancy value. Following the 
spirit of past expectancy research, we opine that perceived network size is indicative to the probability of a 
proxy exposure being noticed in online social networks. Since privacy risk and reputation enhancement 
would only be realized when the exposure might reach an audience, perceived network size represents a 
unique form of information vital to the estimation of occurrence likelihood in this context. Additionally, to 
reflect the role of value strength, this study focuses on perceived social readership to reflect the importance 
of the outcome. While past self-presentation research and the risk literature have highlighted the 
importance of intimate revelation and sensitive exposure, rarely has past research incorporated the impact 
of the disclosure in systematic fashion. Although some notable exceptions might have implicitly considered 
the role of impact of the disclosure, such as severity and popularity, past studies have largely ignored the 
concurrent influence of occurrence likelihood and value strength. To this end, this study provides a novel 
perspective in understanding the determinants of privacy utility and privacy disutility in the context of 
proxy disclosure. 
Our findings also alert app developers about the intricate impact of perceived network size and perceived 
social readership on app usage. It is worthy for developers to note that network size and social readership 
might concurrently induce reputation enhancement and privacy risk, which could be enticing and 
detrimental to app usage respectively. To this end, we recommend app developers to incorporate 
mechanisms to gauge users’ dispositional privacy concerns and customize the default settings of proxy-
disclosure accordingly. Users with low dispositional privacy concerns might be more willing to focus on 
reputation enhance. In contrast, users with high dispositional privacy concerns might best be given 
complete control over disclosure. For example, instead of having the app taking full autonomy on posting, 
users with high privacy concerns could be given the final say on each posting. By providing them the veto 
over proxy-disclosure, they would expect to be in better control and hence lessen their privacy risk 
perceptions. 
Conclusion 
Privacy issues associated with social app usage are becoming increasingly prevalent. This study is one of 
the first attempts to develop a holistic understanding on these privacy issues by extending the general 
expectancy model to the context of social app usage. Our results reveal that perceived network size and 
perceived social readership affect privacy risk and reputation enhancement, which in turn, influences 
individuals’ social app usage. Additionally, we demonstrated that the impact of perceived network size and 
perceived social readership on social app usage is moderated by privacy dispositions. 
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